In this paper we present a novel active measurement methodology for monitoring the browser market landscape. It leverages the display ads delivered through online advertising campaigns to collect the browser brand and version of the device receiving the ad. While providing a similar accuracy to traditional techniques based on passive measurements, our methodology offers some advantages: (i) a lower entry barrier for researchers and practitioners interested in measuring the browser marketplace; (ii) it allows targeted measurements, which can be useful to fix biases in the data sample or to analyze specific aspects of the browser market. We analyze the performance, accuracy, and capabilities of our methodology through real experiments that overall produced more than 6M measurements.
I. INTRODUCTION
In the current Internet, desktop computers interact with a large number of services, including the most popular ones (Online Social Networks, Video Portals, Streaming services, etc.), through browsers. Although this affirmation is not valid for mobile devices where most popular services run through proprietary applications; we cannot deny the importance of browsers in the mobile ecosystem as well. Arguably, we can assert that browsers are the most important online tool on the Internet, used every day by billions of users.
Having the control of a widely used browser helps to bring a technology company into a privileged position. For instance, a company with a dominant position in the browser market can (among other things):
• Influence the adoption of different web technologies (e.g, flash vs. HTML5).
• Have access to the browsing history, and thus accurate information, about the interests of hundreds of millions of users. Such information is precious for digital marketing (a business generating a revenue of $107.5B in 2018 just in US [1] ).
The associate editor coordinating the review of this manuscript and approving it for publication was Feng Xia .
The most important technology companies (Apple, Google, and Microsoft) are aware of the importance of having a strong position in the browser market so that they dedicate a large amount of resources to develop their browsers. Measuring the browser market share is, for obvious reason, relevant for these browser development companies. However, it is also important for other businesses such as: 1
• Software development companies including online gaming companies, e-commerce sites, plug-in development companies, benefit from knowing the browser marketplace so that they are aware of the most popular browser brand and version per region and demographic end-users profile (i.e., age and gender) and thus the most critical for their own business.
• The security bugs of a browser's version are typically reported and fixed in the next released version [2] , [3] , and thus vulnerable security browsers are typically associated with old versions. Online security companies commercializing products such as firewalls, antivirus, etc., know the security bugs and vulnerabilities of different browsers' brands and versions. However, they do not know how widespread are such vulnerable browsers or identify where they are located (e.g., country, IP prefix, Internet Provider). Therefore, a tool to quantify the presence of vulnerable browsers, and identify where they are, is of great value for these companies to control the damage these versions may cause.
• Digital marketing companies run display campaigns whose ads are shown in browsers and mobile apps. Knowing the browser market share per geographical region and end-users demographic profile (age and gender) would help them: i) from a marketing perspective define better targeting strategies based on the profile of users associated to different brands and versions; ii) from a technical perspective, they can make sure their scripts (creativities) run (render) correctly in those most popular browsers brands and versions. In addition to these business reasons, there are other important arguments to develop these techniques, for instance:
• Having an independent and accurate estimation of the browser market share would allow regulators in different parts of the world to assess the presence of monopoly situations in such critical aspects as the browser landscape. Indeed, the European Union takes monopoly situations very seriously and have already sanctioned Google for abusing its dominant position [4] .
• The utilization of different browsers has different associated implications. Browsers owned by companies related to the business of digital marketing (e.g., Google or Microsoft) may collect end-users information for their digital marketing products. Other browsers like Firefox are supported by non-profit foundations, i.e., Mozilla, with no commercial interest. Therefore, the use of these types of browsers provides, in principle, higher privacy guarantees [5] . A monitoring solution should account with three principal characteristics to offer the functionality described above:
1) Scalability: It should be able to retrieve a large scale sample with at least millions of data points in order to provide statistically representative results. 2) Accessibility: Any entity including small private companies, researchers, regulators should be able to use and obtain valid results from it.
3) Geographical and Demographic Targeting Capability:
The solution should offer the possibility to run targeted measurements on specific geographical locations (e.g., a country or a region) and for specific demographic groups of users based on their age and their gender. By doing so, for instance, a company willing to lunch a new online software targeting a specific demographic group (e.g., male between 20 and 30) in a given geographical location (e.g., France) can know the browser market share of its target in advance and chose the best development strategy to follow. Existing solutions to monitoring the browser market landscape rely on passive measurement techniques [6] , [7] . The monitoring company installs a tracking code in a pool of N websites to collect the browser id associated with each visit to these websites. N ranges between thousands and millions of websites. While this methodology provides the scalability property and thus it is undoubtedly valuable to provide a solid knowledge about the browser marketplace, it presents important limitations in the accessibility and targeting capabilities since (i) it is accessible to just few companies with capacity to monitor thousands of websites and (ii) its passive nature prevents targeted monitoring campaigns for specific geographical areas or browser ids/versions. In addition to commercial solutions, there are academic works that analyze the browsers' marketplace with a focus on security [8] , [9] . However these works do not develop any specific technique to collect browser information, instead they use logs from Google, which is obviously proprietary and not accessible.
In this paper, we propose the use of AdTag [10] , an active measurement platform leveraging display ads as measurement vantage points, to monitor the browser market landscape. This approach overcomes the described limitations of traditional passive methodologies and offers the three main functional requirements mentioned above: scalability, accessibility and targeting capabilities. AdTag inserts a lightweight JavaScript code within display advertisements. When an impression of these instrumented ads is displayed on a website, the embedded JavaScript code collects the User-Agent and the IP address 2 of the device. The User-Agent reveals the browser brand and its version, whereas the IP address allows us to map the device to a geographical region.
There is a large number of advertising providers that can serve as an appropriate infrastructure to execute AdTag. Moreover, the cost associated with it is low. Note that the price of a thousand impressions (a.k.a. CPM) can be as low as $0,01 in some providers. For instance, the provider used in our experiments has a CPM starting at $0,10. This shows that our technique is accessible and affordable for any institution (small private companies, researchers, regulators, etc.) interested in monitoring the browsers marketplace. Moreover, it offers the required scalability, allowing to obtain millions of measurements per day with a low investment of tens to hundreds of dollars.
In addition, our proposal can leverage the targeting capacity of the online advertising ecosystem to set up targeted measurement campaigns based on geographical location and demographic properties (age and gender). Note that other targeting parameters are also available, e.g., Operating System, device type (mobile vs. desktop vs. tablet), etc.
Finally, to prove the efficiency of our methodology, we have run general purpose as well as targeted experiments:
• Our general purpose experiments were configured without targeting parameters. We collected more than 6M measurements. We compare the browsers' market share obtained from our measurements and the one reported by well-known companies using traditional passive techniques. The results indicate that the discrepancy between our results and those reported by companies using traditional techniques is in the same range as the discrepancy between the results of these companies. Therefore, we conclude that our methodology provides reasonably accurate results.
• To exemplify the targeting capacity of our methodology, we run three targeted campaigns: First, a geographically targeted campaign for Albania, a location with no representation in our general dataset. Second, a targeted campaign focused on old versions of operating systems, which are likely to run outdated versions of browsers with security vulnerabilities. We are able to discover the presence of more than 30 thousand devices, out of 345k, using outdated browsers with security vulnerabilities within 3 days of duration of our campaign. Third, a demographically targeted campaign for people aged between 18 and 25 years old in Italy on mobile devices. This fact shows that our proposed methodology presents functionalities not available in the traditional passive technique. The remainder of the paper is organized as follows: Section 2 describes the traditional monitoring technique and its drawbacks. Section 3 presents our active measurement approach and discusses its advantages and limitations. Section 4 shows the empirical results obtained from applying our methodology in general purpose and targeting use cases. Finally, Section 5 concludes the paper.
II. TRADITIONAL METHODOLOGY FOR MONITORING THE BROWSER MARKETPLACE A. OVERVIEW
The traditional methodology for monitoring the Browser Market landscape consists of installing a tracking code in a large number of websites. This code collects the User-Agent associated with each visit. The User-Agent serves as a browser identifier which reveals the browser's brand and version. Moreover, the tracking code can collect some other information such as the IP address of the device visiting the website. The IP address can be processed to retrieve the geolocation of the visit.
Several companies implement this traditional methodology: StatCounter, W3Counter, Net Applications, Wikimedia, etc. Each of them has access to a different set of websites and thus report their results based on an independent set of visits. These companies monitor between thousands (W3Counter [6] or Net Market Share [11]) and millions (Stat-Counter [7] ) of websites. These companies provide datasets including up to 15B visits per month as in the case of Stat-Counter.
B. LIMITATIONS
Next we discuss the main limitations of the described traditional methodology:
• High Entry Barrier: The described traditional methodology presents very high entry barriers, limiting its use to a handful of companies able to install their monitoring code in (at least) thousands of websites. For instance, the research community is (in general) excluded from the use of this methodology since it is very unlikely that a research team can have access to a such large pool of websites.
• Bias in data samples: Traditional techniques register the visits to their monitoring websites as data samples. This means that a user visiting 50 times with the same browser a web page generates 50 data inputs. This is potentially a source of bias, since heavy visitors to the monitoring websites would have a higher weight in the final market distribution across brands and versions. Furthermore, the reach of this methodology is limited to the users that visits those websites, which can not be the real distribution of the browsers' market share.
• Other biases: Despite each of the companies using the traditional methodology accounts with a large data sample, we find discrepancies among their reported browsers' market share. The reason is that the collected dataset may be affected by different biases: geographical biases (having a higher representation from users located in certain countries), OS biases (having a higher representation from users of a specific Operating System), Type of device bias (having a higher representation of mobile or desktop devices), etc. These biases are associated with the pool of websites used by each company. For instance, if the pool of websites is predominantly in a specific language (e.g., English), there will be a geographical bias towards countries speaking such language.
• Does not allow targeted measurements: The vision of the browser marketplace depends on the users that connect to the monitoring websites. This fact is out of the control of the company. Hence, even if a bias is identified in the sampled data (e.g., a geographical bias), the company has many difficulties for fixing it because they cannot modify the demographic or geographic properties of the user base connecting to the monitoring websites. Instead, if the company had some capacity to define the targeting population for their measurements, it could fix identified biases in a simpler manner.
III. ACTIVE MEASUREMENT BASED METHODOLOGY FOR MONITORING THE BROWSER MARKET LANDSCAPE A. OVERVIEW
Our goal is to define a methodology that overcomes the limitations of the traditional techniques for monitoring the browser marketplace discussed in the previous Section.
In particular, this methodology should meet the following requirements: (i) low entry barrier so that any person/company/research team interested in monitoring the browser market can do it at a reasonable cost; (ii) it should allow targeted measurements. This will serve to fix identified biases in the data sample, but also to conduct specific analysis of the browser market landscape such as analyze the market share for a particular demographic group (based on age and/or sex), analyze the presence of insecure browser versions and identify its associated IPs, etc; (iii) it should guarantee that each browser instance represents a single data sample in the collected dataset. To achieve these goals, we propose the utilization of AdTag [10] , and active measurements platform, contrary to the passive measurements used so far. In particular, our approach relies on the online advertising ecosystem. Most websites have embedded ads, we propose to use these ads as vantage points to collect the User-Agent and IP address of the device connecting to webpages where an ad, we have under control, is shown. It is estimated that around a trillion ads are delivered every day. This number provides a solid basis to meet the required scalability to monitor the web browser marketplace. Moreover, the online advertising ecosystem offers the needed functionality to achieve the goals described above. First, it allows running targeted advertising campaigns based on different parameters including: demographic characteristics (age and sex of the user), geographic location (country, region, and even cities), type of device (desktop vs. mobile), Operating System, etc. Second, any person or company can use one of the hundreds of available online advertising vendors to configure their own campaigns using the monitoring methodology described in this Section. Third, online advertising campaigns offer a configuration parameter referred to as Frequency Cap, which determines the maximum number of times an ad is shown to a specific user, i.e., browser in our case. By setting up the Frequency Cap equal to 1, we obtain solid guarantees that a specific browser instance will contribute a single data sample to our dataset. Finally, the experiments have a low cost. As a reference, the cost of 1M measurements ranges between $10 and $100 approximately, depending on the vendor. Therefore, the entry barrier of our proposed methodology is significantly lower than the one imposed by the traditional methodology.
In the remainder of the Section, we first present a brief overview of the functionality of the Online Advertising Ecosystem, which will allow understanding better the details of our methodology, presented afterward. Subsequently, we discuss the limitations of our proposed methodology and ways of addressing them. Finally, we discuss the ethical aspects to be considered when using the proposed methodology.
B. ONLINE ADVERTISING ECOSYSTEM
The online advertising ecosystem has evolved from the so-called private markets, where an advertiser signs private contracts with the websites to show its ads to a more complex system referred to as programmatic advertising. In programmatic advertising, websites lease their ad spaces to an ad network. This ad network is responsible for finding an advertisement to be placed in the leased ad space. Upon the reception of a new visitor, the webpage (called publisher) sends an ad request along with complementary information such as the IP address, the UA, and cookies to the ad network. Using this complementary information, ad networks are able to enrich the ad request, including information about the location of the user, the device type, OS, browser (based on the IP and the UA), and the user's interests and demographic profile (based on cookies). This enriched ad request is passed to an Ad Exchange. The Ad Exchange is an entity that puts in contact advertisers willing to deliver ads with ad networks in programmatic advertising. The Ad Exchange maps the received enriched ad request into a bid request, which is sent to the advertisers. Based on the information included in the bid request, interested advertisers generate a bid for a given price to participate in an auction process handled by the Ad Exchange. Upon the reception of all the bids, the Ad Exchange chooses a winning bid. The advertiser that issued the winner bid delivers its ad to the user. The described bidding process is performed automatically. In particular, to automate this process, advertisers use Demand Side Platforms (DSPs), which connect advertisers to Ad Exchanges and issue the bids on behalf of advertisers.
The revenue generated by an advertiser's won bid is shared between the DSP, the Ad Exchange, the ad network, and the website. Figure 1 shows a visual representation of the Online Advertising Ecosystem functionality. Note that we have described a simplified version of the actual programmatic ecosystem to allow readers to understand the rest of the paper. However, the programmatic ecosystem is more complex and involves more players than those described in this document. Interested readers can find further information in [12] .
C. DETAILS OF THE METHODOLOGY
Online advertising offers different forms of ads: video ads, display ads, search ads, etc. AdTag leverages display ads. These are the typical banner ads that appear on most websites. Display ads are currently developed in HTML5. Then, they can include JavaScript code. We take this opportunity to insert a custom JavaScript code to collect the User-Agent information.
We create our own HTML5 ad, which includes a JavaScript code for collecting the User-Agent information. We set up an advertising campaign with our instrumented ad in a DSP.
Once this campaign is started each time an impression of our ad is delivered, the JavaScript code retrieves the User-Agent of the browser receiving the ad. Then, the JavaScript code establishes a TCP connection with a central server where we store the collected information. The server obtains the IP address of the device receiving the ad from this TCP connection. 3 Therefore, each time our ad is displayed we collect a tuple including the following information: <timestamp, IP address, User-Agent>.
Each of these tuples is processed. We use the GeoLite MaxMind database 4 to map the IP address to a geographical location (country and region) and two Python libraries, user_agents 5 and httpagentparser 6 to map the User-Agent to its browser brand and version as well as to obtain the OS and OS's version. After this, the IP address is anonymized using hashing techniques. Therefore the final tuple stored in a central database is: <timestamp, hashed IP address, country, region, browser's brand, browser's version, OS, Os's version>.
Finally, this methodology allows performing active targeted measurements. As we have described earlier, an advertiser can configure display ad campaigns targeting specific audiences, which are defined by a combination of geographical location, demographic characteristics, users' interests, device type, operating system, etc. These options are available in most DSPs.
D. PERFORMANCE EVALUATION
We have run our server code on a standalone machine (24 2.4GHz cores, 64GB RAM). Under this setting, it is able to handle over 100k simultaneous connections. Note that in case more resources are needed, multiple servers can be installed using load-balancing techniques to distribute the load among them. Therefore, the proposed methodology offers the necessary scalability to collect (at least) hundreds of millions of measurements every day.
Moreover, our methodology is meant to run in the wild through real ad campaigns. Hence, it may be affected by different type of errors, which may prevent collecting the information from some ad impressions: browser extensions preventing the deployment of ads or JavaScript code (e.g., ad blockers [13] or no-script [14]), network problems preventing the establishment of the connection, problems in the execution of the JavaScript code of our ad, etc. We have observed that on average our methodology was not able to collect information for 15% ad impressions. This rate was computed as the ratio between the number of ad impressions recorded with our methodology and the total number of ad impressions reported by the DSP used to run the ad campaigns. A careful analysis of these losses indicates that most of them are due to the fact that the server used in this paper was running on an academic network that offers good performance, but it is not designed to support large-scale experiments receiving a large number of connections. Indeed, we have run our methodology for a different research project within the infrastructure of an ad-tech provider network (this one designed to handle a large number of connections) experiencing a much lower fraction of losses below 5%.
E. LIMITATIONS
In this section we discuss the main limitations of our methodology with respect to the traditional passive measurement techniques.
• Scalability: Some well-established companies using the traditional methodology can reach in the order of millions to hundreds of millions measurements per day. However, just a handful of companies have the coverage and infrastructure to reach such scale. Our methodology has the theoretical capacity to achieve such magnitude, but it would require a recurrent high investment.
If we assume a CPM of $0.10, obtaining 1M (100M) daily measurements would cost $100 ($10000). Therefore, reaching equivalent scalability as the one offered, for instance, by StatCounts seems unfeasible due to the high economic cost. However, reaching scalability in the order of a few millions of measurements per month is affordable for interested companies or research teams. As we will show in section IV, a few million measurements suffice to obtain results similar to those presented by companies using the traditional methodology accounting with billions of measurements every month.
• Data sample biases: As in the case of traditional measurements, our methodology is subject to suffer from biases in the obtained data sample (e.g., underrepresented geographical areas or demographic groups). However, once the bias is identified, our methodology allows taking correction measures by defining complementary ad campaigns that target the underrepresented audiences. This is a clear advantage over the traditional technique, which cannot take straightforward countermeasures to existing biases in its data sample.
• Device Resource Consumption: Our methodology requires the device receiving the ads to devote some computation resources to execute the JavaScript code and some bandwidth to send the collected information to the central server. Contrary, the traditional methodology does not require to use any resource from the device, since it uses passive measurements. We have carefully evaluated the resource consumption in lab experiments. The computation resources used by our JavaScript code are negligible (executing a call to the browser API to retrieve the User-Agent and establishing a TCP connection). Moreover, our JavaScript code sends a message of 600 Bytes to the central server. Hence, the consumption of end-users' data is also minimal.
F. ETHICAL CONSIDERATIONS
The leading author has conducted the experiments described in this paper. The Ethical Committee of the leading author's institution reviewed the research as well as the experiments and provided the approval for their execution since they do not incur in any unethical action. The two main ethical concerns associated with the experiments relate to the retrieval of the IP address, which is considered PII by the EU legislation [15] and the consumption of data in the communication of the ad tag with the server. As described above, the IP address is anonymized after extracting its meta-information while the data consumption is very limited and negligible in comparison with the overall data consumption associated with loading a webpage.
G. IMPLICATIONS FOR BUSINESSES
As discussed in the introduction, having an accurate solution to estimate the browsers' market share is important for several companies, including different types of software development companies, online security firms, companies operating in the digital marketing ecosystem, etc. One of the main problems of traditional solutions is that, as mentioned above, they require a monitoring infrastructure only available to a few companies. Indeed, most companies in the mentioned businesses (software development, online security, and digital marketing) do not have such infrastructure. However, any of them can use our proposed solution, since it does not require to have any pre-existing large-scale infrastructure and can be deployed on-demand through any of the hundreds of available providers. Therefore, our solution allows, for the first time, the democratization of the monitoring of the browser marketplace to any company regardless of its size. Second, our technique provides targeting capabilities, not offered by traditional solutions. This offer companies the possibility to perform specific studies based on their own needs. For instance, as we will show in section IV, a security company can use these targeting capabilities to identify installations of vulnerable browsers and take appropriate protection measures. Also, we will show how these targeting capabilities would allow a company to perform an accurate study of the browser market share in underrepresented geographical areas (e.g., a country). This could be, for instance, useful for a software company developing a web application in one of such geographical areas in order to identify the most popular browser versions and make sure the web application works properly for them. Finally, the demographic targeting capabilities can be again leveraged by businesses to understand the browser market share across the targeted demographic group. For instance, a company developing an online game for males between 20 and 30 years in a specific geographical area (e.g., France), can use our solution to characterize the browsing marketplace in that region and optimize the performance of the game for those browsers most commonly used by the targeted demographic group.
In summary, companies interested in understanding and characterizing the browser marketplace can benefit from our solution for two main reasons: 1) its accessibility for companies of any type and size and 2) its targeting capabilities.
IV. EXPERIMENTS AND RESULTS
In this section, we evaluate the ability of the proposed methodology to monitor the web browser marketplace. To this end, we first present the results of running a large-scale general purpose non-targeted campaign. This campaign serves to assess the accuracy of the estimation of the browser market share reported by our methodology in comparison with the reports of companies using the traditional methodology. Afterward, we present the results of two targeted experiments, whose goal is to showcase the targeting capacity of our methodology. In particular, we run a geographically targeted experiment focused on Albania (a country underrepresented in the general purpose dataset). Secondly, we run a targeted experiment focused on identifying the presence of outdated versions of browsers presenting security vulnerabilities. To this end, we configure targeted campaigns to old versions of OSes, which are likely running obsolete versions of browsers. Finally, we run a demographic campaign to identify the most popular browsers used among a specific audience. To achieve this goal we configure a targeted campaign for people between 18 and 25 years old, in Italy, using mobile devices.
A. MEASUREMENT PLATFORM AND EXPERIMENT SETUP
We configure our ad campaigns through a DSP, which allows us to set up the following targeting parameters: geographical location, device type, OS brand, OS version, specific User-Agent, demographical information, etc. From these, in this paper, we use only three targeting parameters, the geographical location, the demographical information, and the OS brand and version. Next, we describe the specific set up of each of the four run experiments:
1) LARGE-SCALE NON-TARGETED CAMPAIGN
We configure a campaign in which we do not select any targeting parameter. This campaign is run through 9 well-known vendors including Google, AOL, Pubmatic, etc. We have run this experiment twice in May 2017 and Oct 2017, generating more than 3M measurements in each of the experiment. We present the combination of both datasets for the results of this paper.
2) GEOGRAPHIC-TARGETED CAMPAIGN
We use the large-scale dataset obtained in the previous experiment to identify underrepresented countries (i.e., countries with a very low number of samples) and chose one of them to run a targeted ad-campaign to show how our methodology (contrary to the traditional one) can take actions to correct biases. To this end, we configure a targeted campaign to deliver ads to Albania. We obtain a total of 3k measurements in a couple of days (note that in the large-scale dataset we only have 14 entries from Albania, in one week).
3) OS-TARGETED CAMPAIGN
Our goal is identifying outdated browsers with severe security vulnerabilities, which represent serious security threats. Note that our methodology would allow to identify the IP addresses associated to those browsers. 7 As a result, the Security responsible of the institution or provider hosting such an IP can be warned. To identify these type of browsers we configure ad campaigns targeting old versions of OSes, in particular we target Windows XP, Mac OS X v10.0 (known as Cheetah) and Linux v686. Instances of outdated browsers are likely to run in old version of OSes. As a result of this experiment we obtained a total of 345k measurements.
4) DEMOGRAPHIC-TARGETED CAMPAIGN
To showcase the demographic targeting capabilities of the proposed solution, we have configured a campaign targeting the following demographic group: young people (ages between 18-25) in Italy using mobile devices. We obtain a total of 13k data samples that provides an estimation of the mobile devices and browser market share across the targeted demographic group.
The overall cost of all these experiments was around $720 at an average CPM of $0.5. These numbers offer a cost reference that confirms that our methodology presents a low entry barrier in comparison with the traditional methodology that requires direct access to a large number of websites.
B. RESULTS

1) ACCURACY OF ESTIMATION OF BROWSER MARKET SHARE
Using our large-scale dataset, we have computed the market share of different mobile and desktop browsers. Results are presented in Table 1 . Moreover, Table 2 shows the list of countries where each of the three most common browser brands (Chrome, Safari, and Firefox) shows the highest presence. We merged the desktop and mobile platforms for this table. 7 For ethical reasons we only stored an anonymized version of the IP address. Finally, Table 3 compares the market share reported by our methodology and other companies using the traditional methodology. If we take StatCounter as a reference for comparison (since it is the company accounting with a larger sample of data), we observe that our results present an average difference of 4 percentage points across the different browser brands. This difference is equivalent to that shown by other companies using the traditional methodology. In particular, StatCounter and NetMarketShare show an average difference of 3 percentage points.
The differences of reported results across different systems are caused by the distinct biases present in each dataset. In the lack of ground truth, it is not possible to conclude which report presents the closest results to such ground truth. However, all reports, including ours, show a high coherence, indicating that all of them are reasonably accurate.
Therefore, despite the fact that our methodology cannot reach, in practice, the volume of samples that some companies achieve using the traditional methodology, we can conclude that the results accuracy is expected to be similar as the one achieved by the traditional methodology.
2) GEOGRAPHIC TARGETING
Our general purpose measurement campaign shows several underrepresented countries. One of them is Albania that VOLUME 7, 2019 contributes just 14 data samples out of the 3M. In the traditional methodology, such events cannot be easily addressed since the composition of the data sample is not under the control of the company issuing the measurements. To address this geographical bias under the traditional methodology, a company may try to add to its websites' pool the most popular pages in the underrepresented countries. This action may take time (it requires reaching the administrator of the website, establishing a negotiation, a (economic) compensation, etc.) and the success is not guaranteed. Instead, our methodology can straightforwardly address this type of biases since we can define targeted campaigns focused on specific geographical locations. The results of our geographicaltargeted campaign proves it. We have run this campaign during 3 days, obtaining 3k data samples from Albania, addressing the under-representation problem of this country.
3) SPECIFIC BROWSER TARGETING
The described experiment produced a total of 345k data samples, distributed across pairs of browsers/versions we will analyze further. By the time we run this experiment, the stable versions of Chrome, Safari, and Firefox were 63, 59, and 11, respectively. For security reasons, all browsers recommend to update the engine to the latest version, and they have by default the option to update the version automatically. We consider that any browser with a version (at least) 4 years older than the mentioned version are likely linked to security vulnerabilities and thus, represent a security threat. Table 4 show the number of impressions served to browsers versions lower than the ones mentioned above.
While a general purpose measurement as the one in our large-scale experiment is able to identify some of these insecure browsers (25k out of the 5.2M of data samples from Chrome, Firefox. and Safari), a targeted study helps to unveiled a much larger number of them, as we demonstrated in this experiment. The traditional methodology does not have this capacity since its passive nature limits its ability to select a measurement target.
We are aware that some browser versions less than 4 years old are also vulnerable. However, the goal of our experiment is not to identify all possible browser versions presenting vulnerabilities, but showcasing how our solution is valid to launch targeted experiments allowing to identify the presence of vulnerable browsers. Security researchers can use our solution to make a thorough analysis of the presence in the web of browsers with different type of vulnerabilities, even ranking them from most to least problematic vulnerabilities. However, such analysis is out of the scope of this paper.
4) DEMOGRAPHIC TARGETING
The last experiment aims at showcasing the demographic targeting capabilities of our methodology. To this end, we configure a campaign with the following audience parameters: 1) Age: between 18 and 25 years old; 2) Country: Italy; 3) Device: Mobile. We run a 3-days campaign obtaining 13k data samples coming from Android and iOS (note that we got 126 data inputs from Windows Phone, which we consider negligible).
The results first indicate that Android dominates the mobile devices market in the considered demographic group since it accounts for 72% of the data samples, whereas iOS just account with 18%. In the case of browsers, the market share for the considered demographic group is as follows: 1) Chrome Android, 68,40% 2) Safari and Safari WebView, 20% 3) Android browser, 2.5% and 4) Chrome for iOS, 0.8%. These results indicate that young people in Italy prefer Android devices and Chrome browser.
V. CONCLUSION
Measuring the browser marketplace is of interest for companies of different nature, researchers and regulators alike. Existing solutions, based on passive measurement techniques, offer great scalability. However, they present two main drawbacks: First, they require a large monitoring infrastructure, which makes them accessible to just a handful of companies. Second, their passive nature avoids them to offer targeting capabilities.
In this paper, we have presented a novel solution from a technical perspective since it, for the first time, uses active measurements to monitor the browser marketplace enabling targeting capabilities. Moreover, our solution uses the online advertising infrastructure, which nowadays is a commodity used by tens of thousands of companies, as a measurement platform. This democratizes the measurement of the browser marketplace since, contrary to traditional solutions, any interested company or researcher can use it. Finally, our solution offers sufficient scalability to measure the browser marketplace. However, we acknowledge that well-established companies using traditional solutions have reached a larger measurement scale than the one our methodology can achieve at a reasonable cost.
In conclusion, we believe our solution is more suitable for general use by companies and researchers due to its accessibility and targeting capabilities. However, those companies looking for immense scalability should opt for traditional solutions.
